Privacy Notice

This Webpage is hosted by TechProtect GMBH (hereinafter “TechProtect”) to provide you
services on behalf of Canon. Canon is using the services of TechProtect to collect recycling
cartridges from you. Both parties will collect your personal data that you provide on the form.
Please read carefully below how your information may be used.

1. Introduction

We would like to use the information below to provide you "data subject” with an overview of
our processing of your personal data and your rights under data protection law. It is generally
possible to use our website without entering personal data. However, if you wish to make use
of special services offered by our company through our website, it may be necessary to
process personal data. If it is necessary to process personal data and there is no legal basis
for such processing, we will generally obtain your consent.

Personal data, such as your name, address or email address, is always processed in
accordance with the EU General Data Protection Regulation (GDPR) and in accordance with
the country-specific data protection regulations applicable to Canon. The aim of this Privacy
Notice is to inform you about the scope and purpose of the personal data we collect, use and
process.

We have implemented numerous technical and organisational measures to ensure the most
complete possible protection of the personal data processed via this website. Nevertheless,
Internet-based data transmissions can in principle have security gaps so that absolute
protection cannot be guaranteed.

2. Data controller and Processor

For the purposes of any processing of Personal Data on this webpage designed for collection
of cartridges on behalf of Canon, Canon is the data controller and TechProtect the
Processor, as defined by the GDPR:

Controller: Canon Europa N.V.

Canon Europa N.V.

Bovenkerkerweg 59-61,

PO Box 2262, 1180 EG Amstelveen, The Netherlands

To know more about how Canon processes the personal data visit their Privacy Trust centre
@ https://www.canon-europe.com/privacy/

Processor: TechProtect GmbH

TechProtect GmbH

Max-Eyth-Str. 35, 71088 Holzgerlingen, Deutschland
Phone: +49 7031-7632-0

Fax: +49 7031-7632-100

E-mail: info@techprotect.de

Web: TechProtect GmbH




3. Legal basis for processing

Art. 6 (1) lit. a) GDPR (icw § 25 (1) Telecommunications Digital Services Data Protection Act
(TDDDG) (formerly TTDSG)) serves our company as the legal basis for processing
operations where we obtain consent for a specific processing purpose.

If the processing of personal data is necessary for the performance of a contract to which
you are a party, as is the case, for example, with processing operations that are necessary
for the delivery of goods or the provision of another service or consideration, the processing
is based on Art. 6 (1) lit. b) GDPR. The same applies to processing operations that are
necessary for the implementation of pre-contractual measures, for example in the case of
enquiries about our products or services.

If our company is subject to a legal obligation by which the processing of personal data
becomes necessary, such as for the fulfilment of tax obligations, the processing is based on
Art. 6 (1) lit. c) GDPR.

Finally, processing operations could be based on Art. 6 (1) lit. f) GDPR. Processing
operations which are not covered by any of the aforementioned legal bases are based on
this legal basis if the processing is necessary for the protection of a legitimate interest of our
company or a third party, provided that the interests, fundamental rights and freedoms of the
data subject do not overweigh. We are permitted to carry out such processing operations in
particular because they have been specifically mentioned by the European law. In this
respect, the legislature took the view that a legitimate interest could be assumed if you are a
customer of our company (Recital 47, Sentence 2 GDPR).

4. Disclosure of data to third parties

Your personal data will not be conveyed to third parties for purposes other than those listed
below.

We will only share/convey your personal data with third parties if:

1. you have given us your express consent to do so in accordance with Art. 6 (1) lit. a)
GDPR,

2. the disclosure is permissible in accordance with Art. 6 (1) lit. f) GDPR to protect our
legitimate interests and there is no reason to assume that you have an overriding interest
worthy of protection in the non-disclosure of your data,

3. in the event that a legal obligation exists for the disclosure pursuant to Art. 6 (1) lit. ¢)
GDPR, as well as if

4. this is legally permissible and necessary for the processing of contractual relationships
with you in accordance with Art. 6 para. 1 lit. b) GDPR.

5. Technology
5.1 SSL/TLS-encryption

This site uses SSL or TLS encryption to guarantee the security of data processing and to
protect the transmission of confidential content, such as orders, login data or contact
enquiries that you send to us as the operator. You can recognise an encrypted connection by



the fact that the address bar of the browser contains a "https://" instead of a "http://" and by
the lock symbol in your browser bar.
We use this technology to protect your transmitted data.

5.2 Hosting by IONOS

We host our website at IONOS SE, Elgendorfer Str. 57, 56410 Montabaur (IONOS).
When visiting our website your personal data (e.g. IP addresses in log files) are processed
on the servers of IONOS.

The use of IONOS is based on Art. 6 (1) lit. f) GDPR. Our legitimate interest is the high-
performance provision of our website.

We have concluded a corresponding agreement with IONOS on the basis of GDPR for
commissioned processing. This is a contract required by data protection law, which ensures
that IONOS only processes the personal data of our website visitors according to our
instructions and in compliance with the GDPR.

Additional information and IONOS's privacy policy can be found at
https://www.ionos.de/terms-gtc/terms-privacy

6. Data protection in connection with the Canon Toner
Recycling Programme

As part of the Canon Toner Recycling Programme, personal data such as addresses and
contact details are collected and processed by our contractor, TechProtect GmbH, in
accordance with the respective conditions. We have concluded an agreement for this in
accordance with Art. 28 GDPR. The legal basis for the collection and further processing of
your personal data is Art. 6 para. 1 lit. b of the GDPR for the fulfilment of the contract with
you in accordance with the terms of the program. The data collected or processed will only
be used to fulfil the program and will not be passed on to unauthorised third parties. As part
of the processing of Canon Toner Recycling Programme requests, we pass on address
information to logistics service providers. We do not pass on your data to recipients in third
countries. Without the information provided by you, participation in the program is not
possible.

7. Your rights as a data subject

7.1 Right to confirmation

You have the right to request confirmation from us as to whether personal data relating to
you will be processed.

7.2 Right to information (Article 15 GDPR)

You have the right to obtain information about the personal data stored about you at any
time, free of charge, as well as the right to access a copy of such data from us, in
accordance with the statutory provisions.



7.3 Right to rectification (Article 16 GDPR)

You have the right to request the immediate rectification of incorrect personal data relating to
yourself. Furthermore, the data subject has the right to request the completion of incomplete
personal data, taking into account the purposes of the processing.

7.4 Erasure (Article 17 GDPR)

You have the right to demand that we erase the personal data relating to you be deleted
without delay, provided that one of the reasons provided by law applies and if processing or
further storage is not required.

7.5 Restriction to processing (Article 18 GDPR)

You have the right to request that we restrict the processing of your data if one of the legal
requirements is met.

7.6 Data transferability (Article 20 GDPR)

You have the right obtain personal data relating to you that you provided us in a structured,
commonly used and machine-readable format. You also have the right to transfer this data to
another controller without hindrance by us, to whom the personal data was provided,
provided that the processing is based on the consent pursuant to Art. 6 (1) lit. a) GDPR or
Art. 9 (2) lit. a) GDPR or on a contract pursuant to Art. 6 (1) lit. b) GDPR, and the data are
processed using automated procedures, unless processing is hecessary to complete a task,
is in the public interest or is carried out in the exercise of an official authority assigned to us.

Furthermore, when exercising your right to data transferability pursuant to Art. 20 (1) GDPR,
you have the right to have personal data transferred directly from one controller to another,
provided this is technically feasible and does not impede the rights and freedoms of other
persons.

7.7 Objection (Article 21 GDPR)

You have the right to lodge an objection to the processing of personal data relating to you for
reasons relating to your particular situation where this is done on the basis of Art. 6 (1) lit. e)
(data processing in the public interest) or lit. f) (data processing on the basis of the weighing
of legitimate interests) GDPR.

Should you lodge an objection, we will no longer process your personal data unless we can
demonstrate compelling and legitimate reasons for such processing that outweigh your
interests, rights and freedoms, or where processing serves the assertion, exercise or
defence of legal claims.

In addition, you have the right to object to our processing of your personal data for scientific
or historical research purposes or for statistical purposes pursuant to Article 89 (1) GDPR for
reasons arising from your particular situation, unless such processing is necessary for the
performance of a task in the public interest.

You are free to exercise your right to lodge an objection in relation to the use of information
society services, Directive 2002/58/EC notwithstanding, by means of automated procedures
using technical specifications.



7.8 Revocation of consent regarding data protection

You have the right to revoke any consent to the processing of personal data at any time with
future effect.

7.9 Lodging a complaint with a supervisory authority

You have the right to complain to a supervisory authority responsible for data protection
about our processing of personal data.

8. Routine storage, erasure and blocking of personal data

We process and store your personal data only for the period of time necessary to meet the
storage purpose or as required by the legal provisions to which our company is subject.

If the storage purpose no longer applies or if a required retention period expires, personal
data will be routinely blocked or erased in accordance with the statutory provisions.

9. Version and amendments to the Privacy Notice
This Privacy Policy is currently valid as of: March 2025

Due to the further development of our Internet pages and offers or due to changed legal or
official requirements, it may become necessary to change this Privacy Policy. You can
access and print out the current data protection declaration at any time on the website under
“https://canon.techprotect.eu/privacy policy.pdf”.




